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ABSTRACT 

 
ARTICLE INFO 

In this paper we propose authentication schemes which consist of graphical password 

based captchas.  It consists of both a captcha and a graphical password schemes. To 

boost the security aspect to the next level, we contribute some captcha schemes that 

provide user high security at time  of login. Our system provides choice of various 

authentication schemes to user at time of login.  Along with these schemes session 

based authentication is also provided which will protect system from unauthorized 

access.  We extend the use of captcha as human present recognition as  well as 

graphical password hence it provides all benefits of captcha and make system more 

powerful from security point of view. 
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I. INTRODUCTION 

 

Nowadays internet acts as an important role. Every 

person  will browse to get their respective necessaries. 

Internet is  useful in many different ways. Everyone desires 

to browse  securely that is they need their personal things to 

be  ensured like passwords or any text file.  

As the use of internet develops the hackers are also 

born, i.e. user’s personal documents or passwords are 

hacked by the third person usually called hackers. As use of 

internet is important likewise protecting our personals is 

also an important thing. Here mean to say that there should 

be an implementation of security for the user’s personal 

documents.   

Because of the hackers, every user’s personal 

documents or passwords will be hacked. So then those 

hackers may use those personals to the bad thing or will 

share with others for their profit. To overcome these things a 

strong security should be implemented.  

There are different ways for providing security. Here what 

we introduced is one of the new methods for the security 

purpose. A new protection primitive is showed based on  

hard AI troubles, namely, a new family of graphical 

password schemes built on top of Captcha technology, 

which is known as  Captcha and Graphical Password 

(CaRP). Here a user while get login to their respective 

accounts or websites there an image will be generated. The 

user should click on that image or on any part of that image  

 

 

 

as a password and that image or clicked particular part will 

be stored as their graphical password and those images are 

differently generated for different users.  

Considering that generated graphical image as a password 

along with the user’s regular password for further logins. 

Hence introduce a security for the users so they can browse 

safely and their personals will be safe. 

 

1.1 Captcha Captcha is the abbreviation for “Completely 

Automated Public Turing Test to tell Computers and Human 

Apart”. Captcha finds the difference between humans and 

bots in solving the hard AI problems. It is a test to check 

user is Human and not a computer device .Captcha is of two 

types: Text Captcha which is recognition of non-character 

objects and Image Recognition Captcha relies on 

recognition of images [3] .  

 

1.2 Text Captcha PayPal and Microsoft Captcha are both 

relied on background noise and random character strings to 

resist automated attacks. . The Captchas used by 

Google,Yahoo! all share similar properties: such as a lack of 

background noise, distortion of characters or word images 

and extreme crowding of adjacent character. The human 

readability of random Captcha images is captured by site in 

the form of pixel, marginal probabilities and site by site 

covariance [3]. EZ-Gimpy uses word images which employ 
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character distortion and clutter. Pessimal Print uses a low 

quality images by degrading parameters to thicken, crowd, 

fragment and add noise to character images.  

 

II. SYSTEM OVERVIEW 

 

Recognition based CaRP Following are the types of 

recognition based CaRP, where a password is a sequence of 

visual objects.  

 

2.1 ClickText ClickText image is similar to a Captcah 

image and is generated by Captcha engine. A Click Text 

password is a sequence of characters in the alphabet, e.g. 

“CD23MT@7”. The CaRP alphabet characters should 

appear in the image. In ClickText images, characters are 

randomly arranged on 2D space as shown in Fig. 1. The 

figure contains alphabet of 4-5 characters. While entering 

the password user clicks the character on the image in the 

same order, for example, “C”,”D”,”2”,”3”,”M”, for the 

password =”CD23M”. 

 

System Flow: 

Step 1. Start 

Step 2. User can register by username, password, Email-id 

Contact no. 

Step 3. Computer generate graphical captcha for registered 

user 

Step 4. User will select Captcha 

Step 5. Authentication of User: User will enter his details 

Which he entered at the time of registration. 

Step 6. Computer program ask the user to choose the correct 

graphical Captcha    

Step 7. User selects the graphical captch 

Step 8. Is selected image captcha steps is correct? 

1.  If Yes 

Step 9. User can access his account. 

Step  I:  User can use online transfer secure amount to 

another. 

2. if NO 

Step 10. User can login again  

Step 11. Stop.  

 

III. SOFTWARE REQUIREMENT 

SPECIFICATION 

 

We have created system in java programing. Data is stored 

in mysql database. We have created a web application with 

local server. Web application that communicates with local 

server and Trustee Server using REST API. We have 

uploaded image on cloud, add profile, post comment, apply 

security, privacy on online network.  

 

IV. MATHEMATICAL MODEL 

 

System Description: 

S= {I, O, F, S1, S2}. where,  

 

S = System. 

I= Incoming user requests. 

O= request allocation with optimal result. 

F = {f1, f2, f3, f4, f5}. where, 

 

f1= Captcha generation. 

f2= User select proper captcha. 

f3= Captcha load. 

f4= Performance/ execution     

f5= success for login 

 

S1= Initial state is the state in which system  

is waiting for incoming user requests. 

 

S2= Final state is the success login with optimal resources. 

 

V. SYSTEM ANALYSIS 

 

 
 

Fig 1. User login for captcha generation 

 

 
Fig 2. Captcha generation 

 

VI. CONCLUSION 

 

CaRP is new technique to provide security to the password 

using hard AI problems. As it is combination of both 

Captcha and Graphical password it makes it very hard to 

guess the password to the intruders or bots. Effective use of 

both the techniques makes it useful to use it for smartphones 

and computers accessing the secure applications such 

banking, mailing.   
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